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Ba c kground :
The  Nat ional Aud it  Offic e  c ond uc te d  an aud it  of Swe d ish unive rs it ie s , highlight ing c rit ic al IT- se c urity 
d e fic ie nc ie s .

KI's  Re s p ons e :
In re sp onse , Karolinska Ins t itute t  launc he d  the  
Coord inate d  IT p rogram in 20 13 with two p rimary 
ob je c t ive s :

St re ngthe n IT se c urity.
Imp rove  IT manage me nt  and  re sourc e  e ffic ie nc y.

Im p le m e nt a t ion:
The  p rogram foc use s  on s tand ard izing ke y IT se rvic e s  and  c e nt ralizing the ir re sp ons ib ility and  d e live ry. 
The  d e c is ion was  mad e  b y the  Board  and  the  Unive rs ity Dire c tor, as s igning ITA (the  c e nt ral IT 
d e p artme nt) to le ad  the  p roje c t  in c lose  c ollab orat ion with KI d e p artme nts .
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Coordinated  IT – Overall s tatus
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Sam IT Transit ion Projec t
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• Clie n t : Unive rs ity Dire c tor
• Exe c ut or: Sam IT MMK Proje c t  (with re p re se ntat ive s  from ITA and  MMK)
• St e e ring Group : Re p re se ntat ive s  from ITA and  MMK
• Tim e line : Q4 20 24 – Q4 20 25
• Ob je c t ive : Trans it ion loc al IT to c e nt ral IT (Sa m  IT)
• Sc op e :
• Inc lud e d : Stand ard ize d  c lie nt - b ase d  IT se rvic e s  (c omp ute rs , sup p ort , 

se c urity)
Re m a in  Loc a lly Ma na ge d : Sp e c ialize d  sys te ms  and  c us tom- d e ve lop e d  

solut ions  (lab  and  ins t rume nt  c omp ute rs )



Impac t  on MMK Users

• All id e nt ifie d  KI c omp ute rs  will t rans it ion to the  ne w c lie nt  p lat form, Karyon.
• This  will oc c ur e ithe r through a d e vic e  re p lac e me nt  or migrat ion of an 

e xis t ing c omp ute r.
• All c lie nt - b ase d  IT sup p ort  will b e  manage d  b y Ce ntral IT moving forward .
• Whe the r your c omp ute r ne e d s  to b e  re p lac e d  d e p e nd s  on se ve ral c rite ria , 

p rimarily b ase d  on c e nt ral se c urity re q uire me nts .
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Replaced  or migrated?

• The  p roje c t  has  c ond uc te d  a  c omp re he ns ive  
inve ntory of MMK's  c omp ute r asse ts  and , b ase d  on 
the  find ings , d e ve lop e d  re c omme nd at ions  for e ac h 
re se arc h group . The se  re c omme nd at ions  sp e c ify 
whic h c omp ute rs  c an b e  migrate d  and  whic h ne e d  
to b e  re p lac e d .

• For ins tanc e , any c omp ute r old e r than five  ye ars  
mus t  b e  re p lac e d  d ue  to se c urity c onc e rns  and  
life c yc le  manage me nt  re q uire me nts . In ad d it ion to 
the  age  c rite rion, othe r fac tors  influe nc e  the  
re c omme nd at ions .

• The  re c omme nd e d  re p lac e me nt  c omp ute rs  
p rimarily c ons is t  of HP mod e ls  for PC use rs  and  a 
se le c t ion of sp e c ific  Mac  mod e ls .
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Age  Lim it  for De vic e s :
Only d evices  that  are  le s s  than 5  years  old  are  sup p orted .

Ma c  Re s t ric t ions :
Only Ap p le  Silicon (M- se rie s ) Macs  are  sup p orted . Inte l- b ased  Macs  are  not  comp at ib le .

Sup p ort  for Wind ows  11:
Devices  mus t  b e  fully comp at ib le  with Wind ows  11 to b e  sup p orted .

TPM Re q uire m e nt :
Devices  without  TPM (req uired  for Wind ows  11 and  d isk enc ryp t ion) will not  b e  accep ted .

Le novo a nd  De ll Ad vis ory:
Lenovo and  De ll d evices  are  d iscouraged  d ue  to incons is tent  hard ware  configurat ions  
ac ross  mod e l gene rat ions , le ad ing to p otent ial is sues  with d rive rs , BIOS, and  othe r 
comp onents .
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What is TPM?A Trusted Platform Module (TPM) is a specialized hardware chip embedded on a computer's motherboard or integrated into the processor. It provides a secure environment for cryptographic keys and other sensitive data, ensuring these cannot be accessed or tampered with even if the system is compromised.



What Does It  Cost?
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Us ing c om p ut e r a s  a  s e rvic e  ins tead  of 
p urchas ing re solve s  seve ral challenges :

Cle a r Re s p ons ib ilit y : KI takes  
re sp ons ib ility for security and  inc id ent  
management .

GDPR Com p lia nc e : Cent ralized  
management  ensure s  d ata p rotec t ion 
and  GDPR ad he rence .

Effic ie nt  Life c yc le  Ma na ge m e nt :
Regular rep lacement  of old e r comp ute rs  
minimize s  security risks .

Im p rove d  Op e ra t ions : More  s tab le  
p e rformance  and  fas te r sup p ort .
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The  c os t  of c omp ute r is  c harge d  monthly 
ac c ord ing to a  fixe d  p ric e  lis t , this  
inc lud e s  se c urity, se rvic e , sup p ort , life  
c yc le  manage me nt  e tc .

Migrat ion is  fre e  of c harge .

Comp ute r as  a  se rvic e  is  op t ional, b ut  
re c omme nd e d  
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In summary, a leased computer service provides a comprehensive solution with predictability, security, and minimal administrative burden, whereas a purchased computer entails greater personal responsibility, potential costs, and longer handling times in case of issues like security incidents. Its part of a pro active engagement where ITA has taken the responsibility to manage all KI client computers. An assignment from the board of directors, that makes it harder to fullfil.



Next  s tep

• Pilot  s tart  up  
 11 p e op le  from MMK p art ic ip at ing, te s t ing 

Wind ows , MAC and  VDI
• MMK is  d ivid ed  into 22 group s :

 Re se arc h group s
 Ad minis t rat ion

• Manage rs  within the  group s  will b e  
ap p roac he d :
 Confirm the  me mb e rs  lis t
 Confirm that  the  ac tual inve ntory align with 

the  p roje c t 's  d oc ume nte d  inve ntory
 Asse s  the  c lie nt  s tatus  (migrate  or ne w)
 Plan whe n a roll out  c an fit  the ir sc he d ule

• Rollout  s tart s
 De p loyme nt  of ne w c omp ute rs
 Migrat ion of e xis t ing c omp ute rs  
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VDI - Replacing traditional computers in environments with multiple users, offering centralized management and secure, personalized access.



Inte rface  to the  projec t

• Que s t ions  c onc e rns
 Johan.junhav@ki.se

• Ge ne ral informat ion ab out  Coord inate d  IT
 ht tp s :/ /med arb e tare .ki.se / s tod - och- ve rktyg/ it - och- te le foni/ samord nad - it
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Quest ions?
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